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The Value of Trust™

VeriSign Email Security Service
Advanced Spam Filtering for Enterprise Email

The VeriSign Email Security Service is a highly accurate spam filtering service
that automatically processes all email before it reaches the enterprise, and then
delivers only legitimate email to network users. The service leverages VeriSign’s
deep expertise, proven technology, and globally distributed network of operating
centers to gather up-to-the-minute data and intelligence about spam and virus
attacks, safely quarantine spam outside the enterprise network, and ensure 24x7
availability. Using the fully managed service, enterprises improve productivity
and minimize risk caused by spam and virus attacks.VeriSign Email Security
Service lowers the total cost of ownership of messaging systems by reducing

network bandwidth, storage, and administration costs.

Rapid Implementation

Most enterprises can implement the VeriSign Email Security Service in less than an
hour since there is no hardware or software to deploy. An enterprise simply points its
original mail exchange (MX) record to the VeriSign network, and then configures
mail servers to only accept IP connections from the VeriSign network. Besides being
easy to execute, this configuration ensures that all email is filtered and cleaned of

viruses and spam before entering the enterprise network.

Accurate, Split-Second Spam Filtering

The VeriSign Email Security Service receives, filters, processes email in a fraction of a
second. The spam filtering stage uses these three filter layers to examine all inbound
emails to ensure that unsolicited emails are blocked: reputation-based blocking (using

a proprietary blacklist of verified spammers), fingerprinting (to detect matches with
known spam characteristics), and rules-based scoring. The service’s filtering mechanisms

block over 90 percent of all inbound spam, without blocking legitimate email.

Virtual Virus Elimination

Over 87% of viruses, worms and trojans are distributed by email according to
International Computer Security Association (April 2002) with the potential to cause
significant damage to an enterprise. The VeriSign Email Security Service uses multi-layer
anti-virus scanning to ensure viruses are removed before the email reaches the enterprise.
With virus updates scheduled every 10 minutes, 24 hours a day, customers can rest
assured their internal networks are virtually protected from infection by email-borne

viruses.

Key Benefits

Lower Total Cost of Ownership

No new hardware or software to
deploy and manage; measurable,
immediate ROl from lower network
bandwidth, storage and management
costs.

Highly scalable architecture

VeriSign's scalable architecture offers
the same industry-leading service levels
independent of the increase in the
number of mailboxes in use or the
volume of email received by your
company.

Increased Reliability and Business
Continuity

VeriSign will offer industry-leading
service uptime to ensure uninterrupted
delivery of your email.

Efficient use of IT resources

The VeriSign Email Security Service
processes spam automatically, so
enterprises can invest their IT
resources in business-critical
initiatives instead of fighting spam.



Email Security Architecture
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Full Administrative Control

The VeriSign Email Security Service enables enterprises to maintain full control over
mailbox and spam policies. A comprehensive suite of performance reports provides
insight into email server usage and spam and virus traffic.

High Availability and Scalability

The VeriSign Email Security Service relies on highly distributed, global network of data
centers with redundant, load-balanced architecture to offer industry-leading service
availability. If an enterprise’s email servers fail for any reason, the service also queues
email on the VeriSign network to prevent email loss. Once servers become available
again, the Email Security Service forwards the email in a controlled flow so enterprise
servers are not overloaded. The service levels offered by VeriSign are also fully scalable

to meet your growing number of email users and email volume.

Uncompromising Security and Confidentiality

VeriSign employs proven expertise, advanced technology, and stringent policies to
ensure the privacy and security of enterprise information and data-whether it is
quarantined on the VeriSign network or traveling between VeriSign’s network and the

enterprise. Each data center maintains military-grade security and is SAS 70-approved.

To prevent unauthorized viewing or tampering, VeriSign encrypts all data traversing
the VeriSign network and strictly enforces policies to restrict access to data. Email -
including email that is queued for enterprise disaster recovery purposes - is never
permanently stored, and VeriSign staft never has access to message content during
the course of processing.

For More Information
For more information about the VeriSign Email Security Service, or to try our
Free 30-Day Trial, please call 650-426-5310 or email emailsecurity(@verisign.com.
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About VeriSign

VeriSign, Inc. (Nasdag: VRSN), delivers
critical infrastructure services that make
the internet and telecommunications
networks more intelligent, reliable and
secure. Every day VeriSign helps
thousands of businesses and millions
of consumers connect, communicate,
and transact with confidence.
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