“Ensuring maximum protection
against the latest security
threats of the day is a growing
concern within our organization.
The Qualys platform allows us
to audit our security status at
any moment and manage
network vulnerabilities on a
centralized enterprise-wide
level with a fraction of the
resources and cost.”

Mark lovinelli, Enterprise Design
and Implementation Team Manager
RR Donnelley

“As a Web-based solution,
QualysGuard enables us to
perform security audits as
often as necessary, spot
vulnerabilities immediately

as they are added to the
QualysGuard database, and
work proactively to remediate
them. This helps us secure all
of our network entry points,
enforce ICI security policies
and assists us meeting federal
requirements.”

Paul Simmonds, Director of Global
Information Security
ICI

QualysGuard maintains a
consistent false positive
rate of less than 0.003%.
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QualysGuard Enterprise automates the entire process of vulnerability
management—from network discovery and assessment to on-demand
reporting, remediation tracking, and enforcement of security policies. The
scalable Web service architecture of QualysGuard provides distributed
security auditing inside and outside the enterprise perimeter.

QualysGuard Enterprise is ideal for large, distributed organizations with:
- Thousands of servers and desktops
= Remote networks and multiple segments

= Many administrators needing controlled access to vulnerability and corrective
action data

- Executives who require a consolidated view of the entire enterprise’s security
status from a trusted, third-party source

QualysGuard Enterprise enables organizations to take control of their network security
and confidently eliminate threats. QualysGuard Enterprise provides a best practice secu-
rity approach to easily manage vulnerabilities and ensure remediation without incurring
the burden or cost of deploying and maintaining complex software and hardware.
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Benefits of QualysGuard Enterprise:

- Fully-automated solution eliminates traditionally
labor-intensive operations, saving time and
simplifying large-scale vulnerability management

= Rapid identification and visualization of network assets

- Accurate vulnerability q
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QualysGuard Enterprise Features:

Accuracy

— Comprehensive vulnerability KnowledgeBase
incorporates 3,500+ unique checks

- False positive rate of less than 0.003%

- Trusted, third-party certification of network
security with tamper resistant audit trails

— Non-intrusive scanning techniques do not
require host login credentials

- Inference-based scanning engine

- Internal and external scanning provides a
360-degree view of network vulnerabilities

- Scans configurable for optimum performance

- Fingerprints over 40 protocols

Scalable Management

— Web service architecture allows users to scan
globally without infrastructure costs

- Flexible asset grouping

— Remediation workflow management with
automatic trouble ticket creation/assignment

— Multi-user environment with role-based access
— End-to-end encryption of vulnerability data

— Ticket policies allow users to control the
generation of trouble tickets

— Add QualysGuard Scanner Appliances to test
internal networks

QualysGuard Scanner Appliances deliver an easy-to-use
scanning infrastructure for distributed networks that can
be deployed in minutes.

Centralized Vulnerability Management
— Centralized reporting from distributed scans

— Easily customizable reports for flexible reporting
- Automated trending and differential reports

— Remediation reporting: ticket trending and
tickets by group, user and vulnerability

— Authorized user access from any location

- Reports export to HTML, MHT, and XML formats

Automation
— Scheduling of scans and maps

— Automated daily updates to vulnerability
KnowledgeBase

- Automated report generation
— Automated ticket generation and verification

— Correlates with Snort IDS using the open-
source Qualys QulDScor engine to eliminate
IDS false positives

QualysGuard Enterprise Extended
Feature Set

- Integrates with existing or legacy security man-
agement consoles (e.g. ArcSight, GuardedNet)

- Ability to create multiple Manager user accounts
and unlimited number of user accounts

— SAS70 audited security architecture provides
maximum data protection

— RSA SecurID two-factor authentication
— Extensible XML API

- Section 508 compliant

Support/Maintenance
— 24x7 support

— All signature updates and feature enhancements
are completed automatically, transparent to
the user

— QualysGuard requires no additional maintenance
or operating costs

Pricing

QualysGuard’s scalable Web services platform

enables global enterprises to perform regular

security audits and vulnerability management
without the burden of deploying and maintaining

a global infrastructure.

— Annual Subscription: Permits unlimited assess-
ments of a predefined number of IP devices.
Ideal for regular security assessments of
network assets

— Per Scan: Permits flexible use of QualysGuard
in environments with quarterly or periodic
scanning requirements

All pricing is based on the number of IP
devices scanned.

For more information, visit www.qualys.com
or contact Qualys at sales@qualys.com or
1 (800) 745 4355.

WINNER

Nominated in three distinct
categories, the QualysGuard®
on-demand network security
audit and vulnerability service
was selected as the industry’s
Best Security Service.

COMPUTERWORLD

INNOVATIVE
TECHNOLOGY

2003

The Computerworld Innovative
Technology Awards distinguish
vendors that are nominated by
their customers for offering lead-
ing-edge products or services
that provide measurable payback.
QualysGuard was selected as
the security award winner from
a field of 350 nominations. All
nominations came directly from
Fortune 1,000 customers.

“(QualysGuard) consistently
identified the most potential
exposures and identified the most
serious problems, earning

it our eWEEK Labs Analyst’s
Choice Award...More important,
QualysGuard Enterprise correctly
profiled the systems and provided
us with accurate reports that
provided explanations of the
problems and suggestions for
making fixes.”
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